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Abstract: This study evaluates a common experimental framework comprising deep learning, ensemble
learning, and optimization-based feature selection techniques for spam email detection. To date,
knowledge-based and machine learning-based methods have been used for spam detection. However,
classical machine learning-based methods can be insufficient in representing and classifying complex spam
content. In this study, experiments were conducted on the Enron and SpamAssassin datasets using CNN,
GRU, XGBoost, and Random Forest algorithms, a genetic algorithm-based feature selection approach, and
TF-IDF, Word2Vec, and embedding-layer representations. The contribution is the cross-comparison of
established model, representation, and genetic-algorithm feature-selection combinations on two benchmark
datasets rather than a new learning algorithm. Experimental results are presented using metrics such as
AUC, F1 Score, and accuracy. The maximum F1-score and AUC value obtained in our study were 0.9997.

Keywords: email spam detection, deep learning, ensemble learning, genetic algorithm

1. Introduction

E mails have become one of today’s most important communication channels. However, as email use has
become widespread, the volume of spam messages—its unintended use—has also increased. According

to reports published in recent years, approximately half of current email traffic is spam [1]. The increase
in spam poses threats to information security, user privacy, and the efficiency of corporate resources. Spam
emails are not limited to promotional content; they can also include actions targeting users through phishing,
malware, phishing attacks, and social engineering techniques [2].

Early studies on spam detection relied on rule-based filtering, blacklists, and content-based static
methods. However, because attackers easily bypassed existing static methods, there was a need for data-driven
methods. As a result, machine learning-based approaches have gained prominence since the early 2000s,
employing techniques such as Naive Bayes [3], support vector machines [4], K-nearest neighbor (KNN),
decision trees, and ensemble methods. Studies from this period primarily employed bag-of-words and
TF-IDF-based representation models, and it was demonstrated that n-gram features increased spam filtering
success [5].

In the following years, non-content features such as sender address, message header, URL structure, and
domain name were also included in the model and were observed to increase spam success [6,7]. In addition
to classical feature extraction methods, semantic relationships between words have also been learned since the
2010s, thanks to representation models such as Word2Vec, Glove, and FastText.

Algorithms such as SVMs, Naive Bayes, decision trees, and logistic regression have been widely used in
machine-learning-based spam detection [8,9]. Furthermore, ensemble methods such as XGBoost, LightGBM,
and CatBoost also provide high performance on spam datasets. However, due to the evolving nature of spam
messages, such as their multilingual and context-sensitive nature, classical machine learning algorithms based
on statistical features have become insufficient.

In recent years, deep learning architectures [10] and transformer models [11] have achieved significant
success in spam detection. Advances in deep learning have led to improved results in spam detection. In this
context, CNNs that capture patterns at the character and word levels, and LSTM and GRU models that capture
long dependencies, have appeared in the literature [12]. In addition, BERT and similar transformer-based large
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language models have achieved success in context-aware representation and have achieved high success rates
[13,14]. These models are particularly successful in phishing detection compared to classical approaches [2].

One of the significant problems in spam detection is the use of adversarial techniques by spammers.
Character-level content changes can mislead classifications. Therefore, methods based on semantic content
can fail. Adversarial machine learning methods have begun to develop to address such problems. Efforts such
as feature extraction and anomaly detection have been employed to address these issues [15].

Spam detection has evolved from rule-based systems to the use of transformative architectures. Spam
generators, in turn, deceive spam detection systems with adversarial attacks. Therefore, effective techniques
are needed to improve the accuracy of spam detection, in both form and content. This study evaluates
these methods within a common experimental framework to compare model families, representations, and
genetic-algorithm feature selection across the two datasets. Its novelty lies in this comparative integration of
established components rather than in proposing a new classifier architecture.

2. Literature

Spam detection fundamentally encompasses classical machine learning methods, deep learning-based
methods, ensemble methods, and optimization-based hybrid methods. Because our work will utilize two
different datasets and techniques, the literature is organized into two subsections.

2.1. Literature for the SpamAssassin dataset

Trivedi and Dey [16] achieved a significant performance improvement over classical machine learning
algorithms by combining content-based feature extraction and evolutionary feature selection on the
SpamAssassin dataset. Optimizing feature subsets played a critical role in this success. The most important
conclusion of the study is that even simple models can achieve high performance if content analysis is
performed correctly.

In their study on the SpamAssassin dataset, Yahyaouy et al. [17] used a Doc2Vec-based representation.
This study achieved over 99% accuracy. It was observed that the document-level representation provides a
significant advantage in spam detection.

Ghogare and colleagues [18] tested different data preprocessing strategies on the SpamAssassin
and Enron datasets. Their findings indicated that proper stemming and lemmatization steps improved
performance. An accuracy of over 99% was achieved with Random Forest.

Ratmele et al. [19] combined Octave CNN, capsule networks, and a multi-threaded attention mechanism
in a single framework and achieved over 99% accuracy on the SpamAssassin dataset. Kepler-based
optimization was used in the study, and its success was demonstrated.

Mamathashree and Sheethal [20] applied Naive Bayes and other models using the TF-IDF representation
to seven datasets, including the SpamAssassin dataset. They also applied genetic algorithms and PSO to the
models, and in particular, the MNB model optimized with GA

achieved 100% accuracy. The most important outcome of the study is that simple models with
hyperparameter optimization achieve results competitive with deep learning models.

Rojas-Galeano [21] investigated the zero-shot learning performance of pre-trained large language models
on SpamAssassin. Models such as GPT-4 and Flan-T5 produced F1 scores in the 90–95% range using only
prompt-based methods. This demonstrates that large language models are a powerful alternative to traditional
classification models.

2.2. Literature for Enron dataset

The Enron dataset is a widely used dataset for email spam detection. This section compiles studies that
have used the Enron dataset to detect spam.

Candan et al. [22] compared individual classifiers, ensemble classifiers, and deep learning models for
detecting Turkish and English spam emails. They used the Enron dataset for English emails and achieved
around 99.9% accuracy with machine learning algorithms using the TF-IDF representation.

Alrammahi et al. [23] combined the Enron email dataset and the SMS spam collection dataset and
established a feature-extraction, clustering, and classification chain. They used statistical features in addition
to TF-DF features to cluster using K-Means and Fuzzy C-Means. The labels obtained from the clustering
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output were used to feed supervised classifiers such as KNN, NB, SVM, and XGBoost. The use of clustering
algorithms in preprocessing positively affected the classification performance.

Kshirsagar et al. [24] proposed an interpretable meta-learning framework on four datasets, including
Enron-Spam, SpamAssassin, and TREC 2007. Approximately 98% accuracy was achieved on the Enron-Spam
dataset using the Random Forest algorithm with the TF-IDF representation. Furthermore, high F1 scores and
AUC values were obtained with deep learning models such as GRU/BiLSTM and the GloVe representation.
In the final stage of the study, a meta-learner was used, which increased classification accuracy.

Poobalan et al. [25] used the Enron dataset in their study and first performed tokenization, stemming,
and stop-word removal on the textual data, then extracted TF-IDF features, and then compared the BiLSTM
model with LR, CNN, RF, and RNN methods. Experimental results show that the BiLSTM model achieves
classification accuracy between 98% and 99%.

Ayo et al. [26] combined a correlation-based deep learning approach with a fuzzy inference system
and tested their method on email spam datasets, including the Enron dataset. Correlation-based Feature
Selection (CFS) and rule-based genetic search were used to select the most important features. According
to the performance data for the proposed method, the F1-score was around 96%, and the accuracy was 94%.

2.3. Overall evaluation

One of the factors that influences the success of spam detection in datasets is accurate content analysis.
The statistical summary of the content provides useful features for spam detection. It has been frequently used,
particularly in traditional spam detection.

Because spam datasets contain textual content, accurate language processing steps have been helpful
in their detection. After the data preprocessing step, they are appropriately vectorized and processed
using representation methods. In this regard, TF-IDF, Word2Vec, Embedding Layer, FastText, and Glove
representations have been frequently used. Spam content is represented at the document, character, and word
levels, which positively impacts performance.

Because the outputs of these representation methods are multidimensional, feature selection methods are
used to reduce dimensionality. Dimensionality reduction methods such as genetic algorithm-based ranking or
PCA are frequently used. The impact of feature selection on performance has also been observed at this stage.

High classification success has been achieved by combining deep learning models and deep
learning-based representations with meta-learners. CNN, GRU, RNN, and BiLSTM are frequently preferred
models in deep learning.

One key finding in the literature is that ensemble learning methods using TF-IDF representations perform
as well as deep learning models. Simple models, with the right adjustments, can achieve results as successful
as complex models.

Model architecture isn’t the only factor affecting success in spam detection; feature extraction, data
transformation, data balancing, and optimization also influence the results. Transformational models, in
particular, have yielded strong results in the literature, while metaheuristic optimization methods have also
shown strong performance.

Despite the high accuracy achieved on spam email datasets, performance can degrade under adversarial
attacks. According to a study by Hotoğlu [27], under well-designed attacks, accuracy in some models can drop
from 99% to 40%.

3. The proposed method

This study aims to examine and compare the effects of deep learning models, ensemble learning models,
representation methods, and feature selection on spam datasets. This comparison is used to identify suitable
components for a spam detection system. In this context, the following subtopics are discussed:

• Deep learning component: CNN, GRU
• Ensemble learning component: XGBoost, Random Forest
• Optimization component: Genetic algorithm-based feature selection
• Data representation: TF-IDF, Word2Vec
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3.1. Deep learning component

Spam detection studies require the ability to model both semantic patterns and long-term dependencies.
In this context, CNNs were chosen for their ability to capture semantic patterns, and GRUs for their ability to
model long-term dependencies.

The CNN model learns distinctive features using multiple filters to uncover sequential relationships at
the n-gram level. Because spam emails exhibit specific word patterns, commercial and advertising content,
and template-based structures, the CNN algorithm is well-suited.

The GRU model is one of the recurrent neural network variants and uses fewer gates than the LSTM
algorithm. Its ability to learn sequential relationships stems from its recurrent neural network architecture. It
was chosen for its success in modeling the long, complex content of spam emails. The present study does not
compare GRU directly with LSTM and therefore does not establish general superiority over LSTM.

3.2. Ensemble learning component

Machine learning models are classical methods and fall short in increasingly complex datasets. Ensemble
learning models are one of the approaches that emerge when machine learning models fail. XGBoost and
Random Forest algorithms were chosen in this study to detect spam patterns and achieve high-performance
spam detection.

Random Forest is a model composed of multiple decision trees and is successful in capturing complex
patterns. XGBoost, on the other hand, yields high sensitivity and AUC scores, particularly on imbalanced
datasets, thanks to its gradient-boosting approach. Both of these methods are evaluated for high-accuracy
detection by capturing word patterns in spam.

3.3. Optimization component

In the proposed study, genetic algorithms are used to optimize feature selection. Genetic algorithms use
binary chromosomes to represent whether each feature is selected. The initial population consists of randomly
generated 0-1 sequences, and each individual represents a feature subset. The ROC-AUC value is used as
the fitness function. New generations are generated in the population using selection, crossover, and mutation
operators. The genetic algorithm is used to search for a high-performing feature subset in the high-dimensional
feature space; the present experiments do not establish global optimality or immunity from local optima.

A genetic algorithm-based approach is intended to reduce redundant features and thereby may reduce
computational cost or susceptibility to noise in high-dimensional spam data. Because these properties and
overfitting are not measured separately in the reported experiments, the study evaluates the method only
through its observed effect on accuracy, F1-score, and AUC. Genetic algorithms were chosen in this study as a
feature selection method.

3.4. Data embedding

The embedding layer, Word2Vec, and TF-IDF methods were used to represent the data. The embedding
layer and Word2Vec were chosen for their suitability for deep learning models, while TF-IDF and Word2Vec
were chosen for their suitability for ensemble learning models.

The embedding layer is a representation method that converts words and symbols into low-dimensional,
meaningful vectors. This layer learns the semantic relationships between words and transforms discrete inputs
into a continuous space. It was chosen because it yields successful results in deep learning models.

The Word2Vec representation models the semantic proximity of words in a vector space. Trained with the
Skip-gram or CBOW architecture, the representation method can learn expressions, phrases, financial data,
and persuasive language structures found in spam messages. The method’s output is suitable for both deep
learning and ensemble learning models.

The TF-IDF representation moves words into a new space based on a function of the word’s frequency in
the document and its frequency in the entire corpus. Although it is a sequence-

independent model, it can still distinguish messages by frequency. Although the TF-IDF representation is
old, it gives high results when used with methods such as XGBoost or Random Forest.
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4. Experimental results

4.1. Datasets

Spam detection in emails was performed using two different datasets. The first is the SpamAssassin
dataset, and the other is the Enron dataset, both of which contain text.

The SpamAssassin dataset is a dataset created by the Apache SpamAssassin project. Repackaged versions
of the dataset were later published on Kaggle. The Kaggle version of the dataset was used in this study [28].

The Enron email dataset is a real-world dataset created from Enron Corporation’s corporate
correspondence between 2000 and 2002 and is widely used in spam detection studies. This study used the
modified Enron Spam Dataset published on Kaggle [29]. The dataset consists of 5,172 emails: 1,500 classified
as spam and 3,672 as raw.

4.2. Experimental design

CNN and GRU are based on deep learning, while XGBoost and RandomForest are based on ensemble
learning. This factor influenced the selection of the representation method. Embedding layers and Word2Vec
were used as representation methods for deep learning-based methods, while TF-IDF and Word2Vec were used
for ensemble learning-based models. Because TF-IDF is a sequence-independent model, it is insufficient for
learning semantic and sequential relationships in deep learning models and is not suitable for use. Word2Vec
is suitable for both types of models.

During the experimental studies, each algorithm was run both without and with feature selection. This
allowed us to measure the effect of feature selection on classification performance. Within the experimental
studies, the effects of the learning method type, representation method, and feature selection on classification
were investigated. The results were analyzed separately for each dataset.

Because the class distribution was unbalanced in both datasets, metrics such as F1-score and ROC-AUC
were preferred for evaluation.

The reported implementation details do not specify the train/validation/test split, random seed,
number of repeated runs, preprocessing sequence, model architecture and training hyperparameters,
representation-to-model feature mapping, GA population/operator/stopping parameters, matched
hyperparameter-tuning budgets, the partition used to compute GA fitness, or whether representation
fitting and GA feature selection were restricted to the training partition. Accordingly, the comparisons below
are interpreted descriptively and do not establish statistical significance, leakage-free validation, or universal
model superiority.

4.3. Experimental results for the SpamAssassin dataset

In this section, experiments are conducted on the SpamAssassin dataset in accordance with the
experimental design, and the results are reported. The evaluation process is based on common performance
metrics such as accuracy, F1 Score, and ROC AUC. The experiments aim to compare the effects of
model-representation combinations on spam detection performance and to determine when GA-based feature
selection provides an advantage. The results are summarized in Table 1.

Experimental results obtained on the SpamAssassin dataset are shown in the table. The representation
method and feature selection strategy are associated with differences in the reported model performance.
While the use of an embedding layer generally yielded higher performance in CNN and GRU models, the
Word2Vec representation led to lower performance in some combinations. In XGBoost and Random Forest
without GA, TF-IDF and Word2Vec produced similar accuracy and F1-score point estimates, while AUC varied
more across the GA configurations. For XGBoost, the GA configurations produced higher reported point
estimates for all three metrics with both representation settings, while the corresponding changes were mixed
for CNN, GRU, and Random Forest.

While the results are similar, comparisons based on F1-score and AUC values will be useful for comparing
models. A comparative evaluation of the model, representation method, and genetic algorithms in terms of
AUC and F1-score on the SpamAssassin dataset is presented in Figure 1.

The model that yielded the highest AUC was the Random Forest algorithm, which uses a Word2Vec
representation and features selected via a Genetic Algorithm. No model family uniformly outperformed the
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other across accuracy, F1-score, and AUC: CNN with an embedding layer without GA and XGBoost with
TF-IDF and GA shared the highest reported accuracy and F1-score, while Random Forest with Word2Vec
and GA produced the highest AUC. Accordingly, GA-based feature selection was associated with metric- and
model-dependent changes rather than a uniform improvement.

Table 1. Comparison of spam detection performances of different model–representation–feature selection
combinations on the spamassassin dataset

Model Embedding Feature selection Acc. F1 AUC
CNN Embedding layer NA 0.9965 0.9947 0.9974
CNN Word2vec NA 0.9931 0.9894 0.9914
CNN Embedding layer GA 0.9853 0.9772 0.9991
CNN Word2Vec GA 0.9758 0.9623 0.9975
GRU Embedding layer NA 0.9896 0.9842 0.9989
GRU Word2vec NA 0.9844 0.9762 0.9956
GRU Embedding layer GA 0.9853 0.9780 0.9976
GRU Word2Vec GA 0.9732 0.9583 0.9917

XGBoost TF-IDF NA 0.9922 0.9881 0.9908
XGBoost Word2Vec NA 0.9913 0.9867 0.9881
XGBoost TF-IDF GA 0.9965 0.9947 0.9967
XGBoost Word2vec GA 0.9939 0.9907 0.9994

Random Forest TF-IDF NA 0.9862 0.9786 0.9816
Random Forest Word2Vec NA 0.9862 0.9785 0.9802
Random Forest TF-IDF GA 0.9853 0.9772 0.9796
Random Forest Word2vec GA 0.9853 0.9772 0.9996

NA: no feature selection, GA: genetic algorithm

Figure 1. Comparison of the model, representation method, and genetic algorithms based on AUC and F1-score
on the SpamAssassin dataset

4.4. Experimental results for Enron dataset

The experiments performed on the SpamAssassin dataset were also performed on the Enron dataset in
the same way, and the comparisons are summarized in Table 2.

According to the results in the table, all models demonstrated very high performance, producing
very similar accuracy, F1-score, and AUC values. In particular, the XGBoost, Random Forest, and CNN
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models consistently achieved accuracy values close to 0.999 across different representation methods, showing
uniformly high performance on the reported Enron evaluation. The use of the genetic algorithm produced
only small, mixed changes across the reported metrics.

Table 2. Comparison of Spam Detection Performances of Different Model–Representation–Feature Selection
Combinations on the Enron Dataset

Model Embedding Feature selection Acc. F1 AUC
CNN Embedding layer NA 0.9994 0.9994 0.9994
CNN Word2vec NA 0.9992 0.9992 0.9994
CNN Embedding layer GA 0.9991 0.9991 0.9995
CNN Word2Vec GA 0.9992 0.9992 0.9995
GRU Embedding layer NA 0.9982 0.9982 0.9994
GRU Word2vec NA 0.9980 0.9981 0.9994
GRU Embedding layer GA 0.9991 0.9991 0.9995
GRU Word2Vec GA 0.9979 0.9979 0.9994
XGBoost TF-IDF NA 0.9997 0.9997 0.9995
XGBoost Word2Vec NA 0.9997 0.9997 0.9997
XGBoost TF-IDF GA 0.9997 0.9997 0.9994
XGBoost Word2vec GA 0.9997 0.9997 0.9995
Random Forest TF-IDF NA 0.9997 0.9997 0.9995
Random Forest Word2Vec NA 0.9997 0.9997 0.9995
Random Forest TF-IDF GA 0.9997 0.9997 0.9995
Random Forest Word2vec GA 0.9995 0.9995 0.9995

NA: no feature selection, GA: genetic algorithm

Due to the imbalanced dataset in accordance with the experimental design, the models are compared
using F1-score and AUC in the graph (Figure 2).

Figure 2. Comparison of the model, representation method, and genetic algorithms based on AUC and F1-score
on the Enron dataset

All models yielded high classification performance on the Enron dataset. The classification point
estimates from ensemble learning methods were slightly higher than those from deep learning-based models,
but the reported differences are very small and no repeated-run uncertainty or statistical test is provided.
Among the deep learning models, the CNN had higher reported point estimates than the GRU. The results
obtained with XGBoost and Random Forest in ensemble learning models were very similar.
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4.5. Comparison with previous studies

Recent studies on spam emails highlight the use of classical machine learning algorithms, ensemble
learning algorithms, deep learning models, and large-scale language models. Additionally, natural
language processing-based feature extraction, selection, transformation, hyperparameter optimization, and
preprocessing steps were utilized.

According to statistics obtained from studies conducted over the last 10 years, accuracy between 0.88 and
0.98, F1-score between 0.82 and 0.98, and AUC between 0.90 and 0.99 were achieved on the SpamAssassin
dataset. On the Enron dataset, accuracy between 0.85 and 0.98, F1-score between 0.80 and 0.98, and AUC
between 0.88 and 0.99 were achieved. Mamathashree and Sheethal [20] reported 100% accuracy, but because
the datasets are unbalanced, the F1-score and AUC are crucial. The maximum F1 score given in the study was
0.99.

In our study, the best reported accuracy, F1 score, and AUC values across the evaluated configurations for
the SpamAssassin dataset were 0.9965, 0.9947, and 0.9996, respectively, and for the Enron dataset, they were
0.9997, 0.9997, and 0.9997, respectively. These values are at the upper end of the literature ranges reported
above. The present results show that model and representation choices are associated with performance, while
GA feature selection has a mixed, metric-dependent effect. Because the experimental protocols and tuning
budgets of the cited studies are not reported as matched to those used here, these cross-study values should
not be interpreted as a controlled proof of superiority.

5. Discussion

Spam detection has been a field of study that has attracted researchers’ attention for many years. Due
to the increasing complexity of spam content and the increasingly deceptive tactics of spammers, classical
methods can be insufficient for some spam patterns. Therefore, there is a need for machine learning methods,
augmented with ensemble and deep learning models, that better decipher patterns in data. The natural
language content of spam messages necessitates preprocessing steps. Furthermore, redundancy in textual
data is a significant problem. Based on observations of the models’ characteristics and the nature of the data,
an experimental framework was developed in this study, and experiments were conducted.

The experiments first considered the spamassasin dataset, followed by the Enron dataset. In the
experiments conducted on the Anaconda platform, each model/algorithm was evaluated using different
representation methods and feature selection techniques. Thus, four experiments were conducted for each
model/algorithm. The experimental results were obtained as accuracy, F1-score, and AUC values. CNN and
GRU were used as deep learning models. The textual data were transformed into a format suitable for deep
learning architectures. In the ensemble learning phase, XGBoost and Random Forest were chosen. Embedding
and Word2Vec were used as representation methods in deep learning models, while Word2Vec and TF-IDF
were used in ensemble learning models. This difference stems from the differences in the models. Word2Vec
is compatible with both. Furthermore, a genetic algorithm was used for feature selection, and all experiments
were run with or without it.

A review of past studies reveals that numerous techniques have been used in spam detection, ranging
from rule-based to knowledge-based to machine learning systems. However, the present results do not
show that a single method family is uniformly superior; performance depends on the model-representation
combination and the selected evaluation metric. The engineering contribution is therefore a comparative
evaluation framework for established components across two datasets, not a new learning algorithm or a
demonstrated adversarially robust architecture.

6. Conclusion

Experimental results showed that the best reported spam detection values were at or above the literature
ranges summarized in this study. The best reported F1 score was 0.9947 in the SpamAssassin dataset and
0.9997 in the Enron dataset. The best reported AUC value was 0.9996 in the SpamAssassin dataset and 0.9997
in the Enron dataset. On the SpamAssassin dataset, CNN with an embedding layer without GA and XGBoost
with TF-IDF and GA shared the highest reported F1 score of 0.9947, while Random Forest with Word2Vec and
GA yielded the highest AUC of 0.9996. These results show that different model-representation combinations
lead on different metrics; they do not establish that character-level representations are superior, because the
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embedding granularity and adversarial robustness were not evaluated. Furthermore, XGBoost with Word2Vec
without GA yielded the highest AUC of 0.9997 on the Enron dataset. Considering all the results, feature
selection using genetic algorithms does not consistently increase classification accuracy; its effect is model-,
representation-, and metric-dependent.

As the volume of spam e-mail increases daily, the importance of effectively filtering it has become even
greater. Classical methods can be insufficient for evolving spam content. Both the increasing complexity of
spam messages and spam generators’ techniques for bypassing spam detection tools necessitate new solutions.

To address the current challenges, this study evaluates deep learning architectures, ensemble learning
models, representation methods, and genetic algorithm-based feature selection within a common framework.
The high detection rates achieved through these studies hold promise in combating spam emails. The reported
results support high performance on the evaluated datasets but, given the unreported split and tuning details
and the absence of repeated-run uncertainty, do not establish statistical superiority, adversarial robustness, or
deployment performance. As spam generators evolve their strategies, new technologies should be employed
to counter them in real time, or even before they do.
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